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Modern network infrastructures face escalating challenges in detecting subtle anomalies
and forecasting traffic dynamics due to the high volume, velocity, and complexity of
contemporary network data. This research addresses a critical gap which is a single deep
learning model simultaneously and effectively perform both anomaly detection and
traffic metric prediction? To answer this, we propose a novel multitask deep LSTM-
based framework that unifies classification (anomaly identification) and regression
(future traffic forecasting) within a shared architecture. Leveraging the real-world
CESNET-TimeSeries24 dataset, this research approach exploits temporal dependencies
in network flow data to jointly learn robust representations for both tasks. The key
advantage of this multitask design lies in its ability to enhance generalization by sharing
learned features improving anomaly detection through contextual forecasting and
refining predictions by recognizing abnormal patterns. This research model achieves
95.8% classification accuracy, 76.8% anomaly recall, and an exceptional R? score of
0.98 in regression, demonstrating high operational reliability. This work contributes a
practical, end-to-end solution that advances intelligent network monitoring by
combining security and performance analytics in one system offering network operators
a proactive tool for cyber defense, capacity planning, and real-time decision-making. By
validating the synergy between prediction and detection, this research sets a foundation
for more adaptive, efficient, and holistic Al-driven network management.
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1.INTRODUCTION

The digital infrastructure underpinning this research
interconnected world is perpetually subjected to an
unprecedented deluge of data [1]. Within this torrent,
network traffic stands as a critical conduit, reflecting
the pulse of digital interactions, service delivery, and
potential vulnerabilities [2]. The ability to accurately
analyze, predict, and detect anomalies within this traffic
is paramount for maintaining robust network
performance, ensuring cybersecurity, and optimizing
resource allocation [3]. As networks evolve in scale and
heterogeneity, the sheer volume and velocity of data
render conventional, rule-based or shallow statistical
methods increasingly inadequate for real-time, nuanced
threat identification and operational insights. This
research endeavors to develop and rigorously evaluate a
deep learning framework, specifically employing Long
Short-Term Memory (LSTM) networks, for multitask
learning in the domain of network traffic analysis. The
primary aim is to enhance the precision and robustness
of both anomaly detection and time series prediction
within complex network environments, thereby
contributing to more proactive and intelligent network
management. The purpose of this study is to design,
implement, and evaluate a deep LSTM-based multitask
learning model that can effectively analyze network
traffic time series data for both anomaly detection
(classification) and  traffic  metric  prediction
(regression), thereby offering a comprehensive solution
for intelligent network monitoring. The significance of
this research lies in its potential to provide a more
sophisticated and adaptive mechanism for safeguarding
critical network infrastructure and optimizing its
performance. By harnessing the power of deep learning,
particularly LSTMs, to model the temporal dynamics
inherent in network traffic, this study contributes to:
Enabling earlier and more accurate detection of novel
and sophisticated cyber threats, including Distributed
Denial of Service (DDoS) attacks, intrusions, as well as
malware propagation [1], [2]. Facilitating proactive
resource management, capacity planning, and quality of
service (QoS) assurance through precise traffic
forecasting. Demonstrating the practical applicability
and efficacy of multitask deep learning architectures for
complex real-world IT operational challenges.

1.2 Problem Statement

Modern network traffic exhibits characteristics of
high dimensionality, non-stationarity, and intricate
temporal dependencies, making the identification of
subtle anomalies and the accurate forecasting of future
states exceptionally challenging [4], [5], [6]. Existing
solutions often struggle with: (1) adapting to evolving
attack vectors and legitimate traffic patterns; (2)
processing vast quantities of data in near real-time; and
(3) simultaneously addressing multiple analytical
objectives (e.g., classification of malicious activity and
prediction of bandwidth utilization) within a unified
framework. These limitations necessitate advanced
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analytical paradigms capable of learning complex
representations directly from raw traffic data.

1.3 Research Objectives

The specific objectives guiding this research are:
To preprocess and transform raw network flow data into
a suitable time series format for deep learning analysis.
To design and implement a deep LSTM-based neural
network architecture capable of performing multitask
learning, simultaneously addressing network anomaly
classification and traffic metric prediction.
To train and optimize the proposed deep LSTM model
using a comprehensive network traffic dataset,
specifically CESNET-TimeSeries24.
To rigorously evaluate the performance of the multitask
learning model using a suite of appropriate metrics for
both classification, for instance, accuracy, precision,
recall, Fl-score) and regression, for instance, Mean
Squared Error, R-squared.
To analyze the model's ability to identify anomalies and
accurately predict future network traffic patterns,
demonstrating its practical utility for network security
and management.

1.4 Research Importance

The importance of this research extends across
several critical dimensions. From a security perspective,
the ability to rapidly and accurately identify anomalies
in network traffic is a cornerstone of effective cyber
defense. Traditional signature-based systems are often
reactive, whereas a predictive and anomaly-detecting
model can offer a proactive layer of defense.
Operationally, precise traffic prediction enables
network administrators to anticipate bandwidth
demands, prevent congestion, and optimize network
resources, leading to improved user experience and
reduced operational costs. Furthermore, this research
contributes to the broader academic discourse on
applying advanced artificial intelligence techniques to
solve real-world problems in information technology,
particularly in the challenging domain of time series
analysis within dynamic systems.

1.5 The research questions

1. How effectively can a deep LSTM-based model
learn and represent the complex temporal
dependencies inherent in network traffic time
series data?

2. Can a multitask learning framework, utilizing deep
LSTMs, simultaneously achieve high accuracy in
both network anomaly detection and traffic metric
prediction?

3. What is the performance of the proposed deep
LSTM model in classifying anomalous network
behavior when evaluated on the CESNET-
TimeSeries24 dataset?

4. To what extent can the deep LSTM model
accurately predict future network traffic metrics,
such as the number of flows, packets, and bytes,
based on historical time series data?

ISSN: 3105-6326 34


https://jsras.rcc.edu.ly/

SALMA JETLAWEL ET AL.: PROACTIVE CYBER DEFENSE THROUGH MULTITASK DEEP LEARNING: REAL-TIME DETECTION AND
TRAFFIC PREDICTION IN ENTERPRISE NETWORKS

5. What are the key advantages and limitations of
employing a deep LSTM-based multitask learning
approach for real-time network traffic analysis and
detection compared to traditional methods?

TABLE I. THE DATASET DESCRIPTION CESNET-
TIMESERIES24
Attribute Description
Provided by CESNET (Czech national
Source research and education network)
Domain Network traffic analysis
Format Time series data
2024-2028 (5 years of recorded network
Time Range traffic data)
Type Real-world network flow records

TABLE II. THE DATASET CHARACTERISTIC AND DETAILS

Dimensionality

Characteristic Details
Real-World | Composed of actual network flow records
Origin reflecting real-life network environments.
Temporal Data is structured as time series with
Structure observations recorded at regular intervals.
High Contains 34 features per time step capturing

various aspects of network behavior.

Rich Feature

Includes metrics like number of flows,

Set packets, bytes, protocol ratios, direction
ratios, etc.
Dynamic | Exhibits significant fluctuations, trends, and
Nature spikes over time due to evolving traffic
patterns.
Non- Statistical properties (mean, variance)
Stationarity change over time, requiring
preprocessing/transformation.
Imbalanced | Anomaly class is less frequent than normal
Classes traffic, posing challenges for detection
accuracy.
Noise and Contains both legitimate surges and
Variability potential anomalies, requiring robust

filtering techniques.

Multicollineari

Some features are highly correlated (e.g.,

ty n_packets and n_bytes), suggesting
redundancy.
Long-Term Requires modeling of temporal
Dependencies | dependencies over extended periods for
anomaly detection.
Characteristic Details

https://jsras.rcc.edu.ly/

TABLE III. THE DATASET STATISTICAL PROPERTIES

Metric Observations
Skewness Many features (like n_flows"
Strong positive correlations between
packet and byte counts (n_packets vs
Correlation n_bytes: 0.99).
Spikes in traffic metrics suggest presence
Outliers of anomalies or unusual events.
Distribution Bell-shaped, multimodal, or skewed
Shape depending on the feature.

1.6 Literature Review

Recurrent Neural Networks (RNNs), particularly
LSTMs and Gated Recurrent Units (GRUs), have
emerged as prominent architectures due to their
inherent ability to model sequential data. For instance,
studies have explored LSTMs for intrusion detection
systems (IDS). Rodriguez et al., (2021) [1] reviewed
deep learning approaches for network intrusion
detection, highlighting the potential of LSTMs for
capturing temporal features of attack patterns.
Similarly, a work by Vinayakumar et al., (2019) [2]
showcased the effectiveness of deep learning models,
including LSTMs, on large network datasets for
anomaly detection. More recently, research has shifted
towards optimizing these models and exploring
multitask learning. Biazar et al., (2025) [3] proposed a
hybrid deep learning model combining CNNs and
LSTMs for network anomaly detection, demonstrating
improved performance over standalone models. The
concept of multitask learning, where a single model
learns to perform multiple related tasks simultaneously,
has gained traction. This paradigm is particularly
appealing for network traffic analysis, where anomaly
detection and traffic prediction are inherently linked.
For example, Ben Dalla et al., (2025) [4] investigated
multitask learning for network security, albeit not
exclusively with LSTMs, emphasizing the benefits of
shared representations. In the realm of time series
prediction, LSTMs have consistently proven effective.
Ogundokun et al., [5] on deep learning for time series
forecasting underscored the superior performance of
LSTMs in various domains, including financial markets
and energy consumption, which translates well to
network traffic. Testik et al., [6] presented an LSTM-
based framework for short-term network traffic
prediction, confirming its accuracy and robustness. The
literature consistently points to the strength of LSTMs
in handling the temporal dependencies and long-range
correlations characteristic of network flow data. Several
research efforts have explored various machine learning
and deep learning techniques for network traffic
analysis. Early works often relied on traditional
machine learning algorithms such as Support Vector
Machines (SVMs), Decision Trees, and K-Nearest
Neighbors (KNN) for classification tasks, particularly
for intrusion detection [7]. While effective for specific,
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well-defined attack signatures, these methods often
struggle with zero-day attacks and the dynamic nature
of network traffic. With the advent of big data and
increased computational power, deep learning models
began to supplant traditional approaches. Convolutional
Neural Networks (CNNs) have been applied for feature
extraction from raw packet data [8], and Autoencoders
have been utilized for unsupervised anomaly detection
by learning normal traffic patterns [9]. However, for
time-series data like network flows, which inherently
possess temporal dependencies, RNNs, and specifically
LSTMs, offer a more natural fit. This research work
builds upon these foundations by explicitly integrating a
multitask learning paradigm with deep LSTMs. While
some studies have explored LSTMs for either anomaly
detection or traffic prediction independently, the
simultaneous optimization of both tasks within a single,
coherent model, leveraging shared representations,
remains an area with significant potential. This
approach aims to capitalize on the synergistic
relationship between identifying abnormal patterns and
forecasting future states, leading to a more holistic and
robust network intelligence system.

2. SYSTEM ARCHITECTURE

The proposed system architecture for Deep LSTM-
Based Multitask Learning for Network Traffic Analysis
Detection is designed to process raw network flow data,
extract  meaningful  temporal  features, and
simultaneously perform anomaly -classification and
traffic metric prediction [10]. The architecture follows a
sequential pipeline, from data ingestion to model
evaluation, as depicted in Figure 2.1. Artificial
Intelligence (Al) encompasses the broader field of
creating intelligent machines capable of performing
tasks that typically require human intelligence. Machine
Learning (ML), a subset of Al, focuses on enabling
systems to learn from data without explicit
programming [11]. Deep Learning (DL), a specialized
branch of ML, utilizes artificial neural networks with
multiple layers (hence "deep") to learn complex patterns
and representations directly from raw data. Unlike
traditional ML, deep learning excels at automatically
extracting hierarchical features, making it particularly
effective for high-dimensional and complex data types
such as images, natural language, and time series.
Recurrent Neural Networks (RNNs) are a class of deep
neural networks specifically designed to process
sequential data [12]. They maintain an internal state
(memory) that allows them to remember information
from previous inputs in a sequence, making them
suitable for tasks like speech recognition and time series
forecasting [13]. Long Short-Term Memory (LSTM)
networks are a special type of RNN engineered to
overcome the vanishing gradient problem inherent in
vanilla RNNs, enabling them to learn long-term
dependencies [13], [14], [24], [25], [26]. LSTMs
achieve this through a sophisticated internal structure
comprising a cell state and three gates (input, forget,
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and output gates) that regulate the flow of information,
allowing the network to selectively remember or forget
information over extended sequences [14], [27], [28],
[29], [30]. This capability is crucial for analyzing
network traffic, where anomalies or trends might
manifest over prolonged periods. The system
architecture is structured around a clear data flow and
processing pipeline:

The initial phase involves ingesting the raw network
traffic data, specifically the CESNET-TimeSeries24
dataset. This raw data typically consists of various
network flow attributes (e.g., number of flows, packets,
bytes, duration, protocol types, direction ratios). Data
loading mechanisms are implemented to handle the
volume and format of this time series data efficiently.
Once loaded, the raw data undergoes a series of
preprocessing steps. Scaling numerical features to a
common range (e.g., 0-1 or z-score normalization) to
prevent features with larger values from dominating the
learning process.

Min-Max Normalization is as below:

X ) _ X- Xmin
nommalized Xmax - Xmin
Where:

X : Original feature value
Xmin : Minimum value of the feature across all samples
X max - Maximum value of the feature across all samples
Row =[25163, 158710, 286170, 30986522, 6610,
66.77,306.14, 54839, 553.93, 2903.68, 42665, 430.96,
2238.82,0.58, 0.56, 0.45, 0.44, 5.22, 140.1125164,
164813, 308310, 32032555, 6520, 65.86, 310.81,
54302, 548.51, 2894.46, 40949, 413.63, 2137.91, 0.58,
0.56, 0.44, 0.44].

TABLE IV. IDENTIFY EACH FEATURE COLUMN EACH COLUMN
REPRESENTS ONE FEATURE. FOR EXAMPLE AS BELOW:

Column Index Feature Name
0 n_flows
1 n_packets
2 n_bytes
33 some_ratio_metric

Take the first column (index 0), which has value 25163.

Suppose after computing min and max across all rows

in that column as below:
Xmin =10

= 172689

Apply normalization:

X

max

25163 — 0
X =

nomalized = 175689 —p 01457
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Repeat for all 34 features. Normalization method used
is a Min-Max Scaling ([0, 1] range). Time Series
Transformation is structuring the data into sequences
suitable for LSTM input, often involving creating
lagged features or sliding windows to capture temporal
context.

Mathematical Representation via given raw data matrix
DE RTX F’

where as below:
T : Number of time points

F : Number of features (e.g., 34)
This research study construct input-output pairs:

Xi=ldudiry, o digp Y =diy [14]

Where:
L : Sequence length (window size)
X, € RVF
Y, e RF

Total number of samples: N=T-L-1

TABLE V. TRANSFORMATION PROCESS

Stage Description
Flat 2D CSV file (29.csv) with 34
Input features over time

Normalize/standardize features using
Preprocessing Min-Max or Z-score

Sequence Sliding window of fixed length (e.g., 10)
Creation to form 3D sequences

(N_samples, sequence length,

Output Shape n_features)
Can be fed directly into LSTM-based
Model Ready multitask model

Feature Selection/Reduction is potentially applying
techniques like Principal Component Analysis (PCA) to
reduce dimensionality and noise, as suggested by the
PCA analysis in Figure 6. This research has applied
Principal Component Analysis (PCA) for feature
selection and  dimensionality  reduction, the
mathematical transformation that projects the original
high-dimensional feature space into a lower-
dimensional subspace while preserving as much
variance as possible. The network traffic analysis
within 34 features with potential multicollinearity [15],
noise, or redundancy. PCA helps reduce these to fewer
uncorrelated components that still capture.

Input data matrix X € R™®
1 : Number of time points (rows)
7 = 34 : Number of features per time point
All features are normalized/standardized (as previously
done)
Standardize the Data
Standardization ensures each feature has zero mean and
unit variance:

S
Zij =f [15], [16], [17].

https://jsras.rcc.edu.ly/

Where:
x;; : Original value at row i, column j
# : Mean of feature j
g; : Standard deviation of feature j
The covariance matrix € € RP*¥ captures how each
pair of features varies together:

c==xTx [I7].
n-1
X: Standardized data matrix
C: Symmetric covariance matrix
This research compute eigenvalues Ay,4,,..., Ap and

corresponding  eigenvectors vy, v, ..., v, from the

covariance matrix €. Each eigenvector represents a
principal component, and its corresponding eigenvalue
indicates [18], [19], [20], [39] how much variance is
explained by that component.

V=[v, 1, ...v,] € RP*P [18].
Matrix of eigenvectors (sorted descending by
eigenvalues)

Select Top k Principal Components

Choose the top k eigenvectors that explain a desired
percentage of total variance (e.g., 95%).

Compute cumulative explained variance ratio:

Explained Variance Ratio =
[18].

A A2 A ]
I AL ATTIL A

Select smallest k£ such that:

ko _ A
=157 .
X014

= 0.95 [19].

Create reduced feature matrix € R™ ¥ :
Z=X-V, [20].
Where:

Ve = [vy, 1, ..., v,] € RP*¥ : Matrix of top k
eigenvectors
Now £ contains the transformed data with reduced
dimensions but retains most of the original variance.
This research have a small dataset with only 3 features
as well as 5 samples as below:

1 2 3
4 5 6
X=|7 8 9
10 11 12
13 14 15

Compute means i = [7,8,9], standard deviations
o = [4.74,4.74,474]
Standardized matrix Z becomes:
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Compute means i = [7,8,9], standard deviations
o = [4.74,4.74,4.74]
Standardized matrix Z becomes:

—1.26 —-1.26 -—1.26
—0.63 —0.63 —0.63
Z =] 0.00 0.00 0.00 [21].
0.63 0.63 0.63
1.26 1.26 1.26

c=zTz=|125 125 125

1.25 1.25 1.25

1.25 1.25 1.25]

Eigenvalues as below:
A—l = 3.75,.;12 = 0,;13 =0

Eigenvectors as below:

V =10577 0408 —0.707

0.577 0408 0707

0.577 —0.816 0.000]

Only one meaningful component exists (since two
eigenvalues are  zero). Reduce  Dimension
Use only first eigenvector v; = [0.577,0.577,0.577]7

This research data as below

—2.12
—1.06
Zreduced =Z v =| 0.00
1.06
2.12

Now all 3 features are compressed into 1 principal
component!

Apply Deep Learning LSTM (Multitask Learning)
the core of the system is a deep LSTM network. This
network is configured for multitask learning, meaning it
has shared layers that learn common representations
from the input time series data, and then branch es into
separate output layers for each task:
Anomaly Classification Head a branch dedicated to
outputting a classification, for instance, normal or
anomalous. This typically involves a dense layer with a
sigmoid activation for binary classification or softmax
for multi-class.
Input Time Series Data
Let:

€ RY*T*F  Input tensor

N : Number of samples

T : Sequence length (number of time steps
per sample)
. F : Number of features per time step

https://jsras.rcc.edu.ly/
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Each sample x; € RT*F is a time series of T

observations with F features.
Shared LSTM Layer

This research applied one or more Long Short-Term
Memory (LSTM) layers to learn temporal dependencies
and generate shared representations across both tasks.
LSTM Hidden State Update (Per Time Step). For each
time step t € [1,T], an LSTM unit computes as below:

Iy = o(Wyx; + by + Wysh,_y + bpy)

fi = o(Wipx,+ byp + Wyph,_y + byf)

ge = tanh(Wy,x; + byg + Wighe_y + by,)
0 = O—(pviaxt + bz’a + Whaht—l + bha)
=01 +i:0Og;

h, = 0, O tanh(c,)

Where:
i, fe. 0 : Input, forget, and output gates
g, : Candidate cell state
¢, : Cell state
h, : Hidden state
@ : Sigmoid function
o : Element-wise multiplication
W : Weight matrices
b : Bias vectors
The final hidden state hy € R¥ becomes the learned
representation for multitask learning, where H is the
number of hidden units in the LSTM layer. If multiple
LSTM layers are used, this process is repeated for each
layer [18], [19], [20], [39]. After the LSTM layer(s),
dense layers can be added to further refine the shared
representation:

z = ReLU(W,h + b,) [19], [20].
Where:
z € RP : Shared feature vector
D : Dimensionality of the shared
representation

Traffic Prediction Head: A separate branch
responsible for predicting future values of key network
metrics (e.g., number of flows, packets, bytes) [21].
This usually consists of dense layers with linear
activation, The shared layers allow the model to
leverage common patterns across both tasks, potentially
leading to better generalization and efficiency [22].
After the model is trained, it processes new, unseen
network traffic data [23]. The outputs from both the
classification and prediction heads are collected [23].
For classification, this would be predicted labels (e.g., 0
or 1 for normal/anomaly). For prediction, it would be
the forecasted numerical values of network metrics. The
final stage involves a comprehensive evaluation of the
model's performance for both tasks [24]. Metrics such
as accuracy, precision, recall, Fl-score, and the
confusion matrix are computed to assess the anomaly
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detection capability. Metrics like Mean Squared Error
(MSE), Root Mean Squared Error (RMSE), and R-
squared are utilized to quantify the accuracy of the

traffic predictions.
This evaluation provides critical insights into the
model's effectiveness and areas for potential

improvement [25], [31], [32], [33], [34].

TABLE VI. PREPROCESSING REQUIREMENTS

judicious selection and implementation of algorithms
and data structures capable of handling sequential and
high-dimensional data [35], [36], [37], [38], [39].

This section delves into the foundational concepts of
time series analysis, the role of deep learning
techniques, the specifics of the dataset utilized, and the
general approach to implementation.

3.1 Method
This research utilizes the CESNET-TimeSeries24
dataset, applying Min-Max normalization and

chronological sliding-window sequencing to structure
high-dimensional network traffic flows. Principal

Component Analysis (PCA) systematically reduces the
34 correlated features to 10—15 principal components,
effectively mitigating noise and multicollinearity while

preserving critical temporal variance [20], [21], [22],
[23]. A shared deep LSTM architecture processes these
sequences before bifurcating into task-specific output

heads for simultaneous binary anomaly classification
and continuous traffic metric regression. The model is

Step Purpose
Min-Max scaling ([0,1]) applied to
prevent dominant features from
Normalization skewing learning.
Sliding window technique used to
Sequence convert flat data into sequences for
Creation LSTM input.
PCA applied to reduce 34 features to
Dimensionality | ~10-15 principal components while
Reduction preserving variance.
Anomaly Binary labels assigned: 0 (normal), 1
Labeling (anomalous)
Chronological split to maintain
Train-Test temporal integrity of training and
Splitting testing data.

optimized using a composite loss function (binary
cross-entropy plus MSE) with the Adam optimizer,
governed by explicit epoch limits, batch sizing, and

early stopping criteria to prevent overfitting and ensure

3. ALGORITHMS AND DATA STRUCTURES

The efficacy of network traffic analysis, particularly
for anomaly detection and prediction, hinges on the

stable convergence. Final validation employs accuracy,
precision, recall, F1-score, and AUC-ROC for detection
reliability, alongside MSE and R? for predictive fidelity,
establishing a fully documented and reproducible
multitask pipeline.

Model Architecture Evaluation
Metrics
De!ectim, Accuracy
| Binary Precision
I\ 4 A Shared LSTM Classification Recall
@ 4 | Sigmoid Fi-score
D Y0 7 | e » L@ mwp
& L | el |
Dataset Preprocessing Feature mechanisms Training -
Input Engineering Process RMSSE
CESNET-TimeSeries  Min-Max PCA->10-15 Loss: £= £cge R?
24| 34 features x normalization PCs | Variance +£ yse |
S-year time series .11 preservation 295% | Adam
Chronological |
sliding-window Early stopping
sequences |Batch size = 32

Figure 1. the research workflow mechanism

A time series is a sequence of data points indexed in
time order. In the context of network traffic, this
translates to observations of various network metrics
(e.g., number of flows, packets, bytes, TCP/UDP ratios,
direction ratios, average duration, average TTL)
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recorded at successive, equally spaced points in time.
Key characteristics of time series data include [26],
[27], [28], [40], [41], [42] below:

® Temporal Dependency: The value at any given

time point is often dependent on previous values.

® Trend: A long-term increase or decrease in the

ISSN: 3105-6326 39


https://jsras.rcc.edu.ly/

JOURNAL OF SUSTAINABLE RESEARCH IN APPLIED SCIENCES (JSRAS)

data.

® Seasonality: Repeating patterns or cycles at
fixed intervals.

® Stationarity: A property where the statistical
properties (mean, variance, autocorrelation) of
the series do not change over time [29]. Non-
stationary series often require transformation.
Understanding  these  characteristics  is
fundamental for applying appropriate analytical
models, as they dictate the choice of algorithms
capable of capturing these temporal dynamics
[30].

3.2 Important Time Series with Deep Learning
Techniques

Deep learning techniques have revolutionized time
series analysis due to their ability to automatically learn
complex, non-linear patterns and representations from
raw data, bypassing the need for extensive manual
feature engineering. Among these, Recurrent Neural
Networks (RNNs) are inherently designed for
sequential data [31]. Long Short-Term Memory
(LSTM) Networks which is LSTMs are a specialized
type of RNN that effectively address the vanishing and
exploding gradient problems, allowing them to learn
and retain information over long sequences. This makes
them exceptionally well-suited for network traffic time
series, where significant events, for instance, an attack;
might be preceded by subtle, long-term changes in
traffic patterns [32]. The internal gating mechanisms of
LSTMs (input, forget, and output gates) enable them to
selectively update, retain, or discard information from
the cell state, making them robust to noise and capable
of modeling intricate temporal dependencies. For
multitask learning, a shared LSTM layer can learn a
general representation of network traffic dynamics,
which is then fed into separate task-specific output
layers [33]. Other deep learning techniques sometimes
used in conjunction with LSTMs for time series include
[34], [43], [44], [45], [46], [47]:

® Convolutional Neural Networks (CNNs):

While traditionally used for image processing,
1D CNNs can be applied to time series data to
extract local features or patterns across short
time windows.

® Autoencoders: Can be used for unsupervised

anomaly detection by learning a compressed
representation of normal traffic and identifying
deviations from this norm.

® Transformer Networks: More recently,

Transformers, originally developed for natural
language processing, are gaining traction in time
series analysis due to their attention
mechanisms, which allow them to weigh the
importance of different parts of the input
sequence.

3.3 Dataset (CESNET-TimeSeries24)

The research utilizes the CESNET-TimeSeries24
dataset, a comprehensive collection of network traffic
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data provided by CESNET, the Czech national research
and education network. This dataset is particularly
valuable for network traffic analysis due to its:
® Real-world Origin: It comprises actual network
flow records, reflecting the complexities and
nuances of live network environments.
® Time Series Format: The data is inherently
structured as time series, with various metrics
recorded over specific intervals, making it ideal
for temporal modeling.
® Rich Feature Set: It includes a diverse range of
features such as n_flows, n_packets, n_bytes,
tcp_udp_ratio packets, tcp_udp_ratio_bytes,
dir ratio packets, dir ratio bytes, avg_duration,
and avg_ttl, which are crucial for comprehensive
traffic characterization and anomaly detection.
The dataset's granularity and duration provide
sufficient historical context for training robust
deep learning models capable of identifying long-
term trends and subtle anomalies.

Mudttask Learning Heads

ud LT Wegrns

Figure 2. Deep LSTM-Based Multitask Learning for Network
Traffic Analysis Detection

3.4 The research Implementation

The implementation of the deep LSTM-based
multitask learning model is primarily conducted using
Python, leveraging its extensive ecosystem of scientific
computing and deep learning libraries [35].

3.4.1 Using Python code

The core of the implementation involves:

e Libraries such as pandas are used for efficient data
loading, manipulation, and initial time series
structuring. numpy facilitates numerical operations
and array transformations. Data normalization
(e.g., MinMaxScaler or StandardScaler from
scikit-learn) is applied to scale features [48], [49],
[50].

e Deep learning frameworks like TensorFlow or
Keras are instrumental in defining, compiling,
and training the deep LSTM network. The model
is constructed with multiple LSTM layers to
capture hierarchical temporal features, followed
by shared dense layers and then branched into
separate output layers for classification and
regression [51], [52], [53].

e The model is trained using backpropagation with
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an optimizer (e.g., Adam) and a composite loss
function that combines the loss from both tasks
(e.g., binary cross-entropy for classification and
Mean Squared Error for regression). Early
stopping and learning rate scheduling are
employed to prevent overfitting and accelerate
convergence [54], [55], [56], [57].

e scikit-learn provides functions for computing
classification metrics (e.g., confusion matrix,
classification_report) and regression metrics (e.g.,
mean_squared _error, r2 score). Visualization
libraries such as matplotlib and seaborn are used
to generate plots for data exploration, training
history, and result analysis [58], [59], [60], [61].

3.5 Results

The evaluation of the deep LSTM-based multitask
learning model yielded compelling results across both
anomaly classification and traffic prediction tasks. The
analysis of the provided visual data offers critical
insights into the model's performance and the
characteristics of the CESNET-TimeSeries24 dataset.

1

Figure 3. The correlation matrix provides a heatmap of the
linear relationships between various network features.

According to the Figure 3 above Strong positive
correlations between n_packets and n_bytes (0.99),
indicating that as the number of packets increases, the
total bytes also increase proportionally, which is
expected. High correlation between
tcp_udp ratio packets and tcp udp ratio bytes (0.98),
suggesting consistency in protocol distribution across
packet and byte counts. Negative correlations between
dir_ratio packets/dir_ratio_bytes and
tcp_udp_ratio_packets/tcp_udp ratio_bytes (e.g., -0.45,
-0.46, -0.42, -0.42). This implies that as the proportion
of TCP/UDP traffic changes, there's an inverse
relationship with the directionality of packets/bytes.
Strong negative correlations between avg ttl and
direction ratios (e.g., -0.78 for dir_ratio_packets and -
0.74 for dir ratio bytes). This could indicate that
packets with lower Time-To-Live (TTL) values are
more likely to be associated with certain directional
flows, potentially highlighting specific network
behaviors or attack patterns [37], [62], [63].
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Figure 4. The distribution plots for each feature
reveal their statistical characteristics, n_flows,
n_packets, and n_bytes distributions are highly
skewed to the right, with a large concentration of
values near zero and a long tail extending to higher
values.

As presented in the Figure 4 above this is typical for
network traffic, where most of the time, traffic is low,
with  occasional  bursts.  tcp udp _ratio_packets,
tcp_udp_ratio_bytes, dir_ratio_packets, dir_ratio_bytes,
avg_duration, and avg_ttl generally exhibit more bell-
shaped or multimodal distributions, though some still
show skewness. The distributions of ratio-based
features often cluster around certain values, indicating
common network behaviors. For instance, the avg_ttl
distribution appears somewhat normal-like, centered
around 140-160, which is a common TTL range [38],
[64], [65], [66]. These distributions inform the choice of
normalization techniques and highlight the non-
Gaussian nature of much of the network data.

Figure 5. TCP/UDP Ratio and Packet Direction Ratio
(5_tcp_udp_vs_direction_ratio.png)

This scatter plot shows the relationship between
TCP/UDP Ratio and Packet Direction Ratio. The data
points are clustered, indicating common operating
ranges for these two ratios. There appears to be a dense
concentration of points where the TCP/UDP Ratio is
between 0.5 and 0.8, and the Direction Ratio is between
0.4 and 0.6. This visualization helps understand the
typical interplay between protocol usage and traffic
directionality, and outliers in this plot could represent
anomalous traffic patterns [40], [67], [68], [69], [70].
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Figure 6. Principal Component Analysis (PCA)
(6_pca_analysis.png) the PCA plot visualizes the networ
traffic data projected onto its first two principal components
(PC1 and PC2).

As presented in the Figure 6 the data points form a
dense, somewhat elongated cluster, suggesting that the
original high-dimensional data can be effectively
represented in a lower-dimensional space. The spread of
points indicates variance captured by these components
[41]. Outliers or distinct clusters in this PCA space
could correspond to different types of network behavior
or anomalies, although the plot itself doesn't explicitly
label them. PCA can be a useful preprocessing step for
dimensionality reduction before feeding data into deep
learning models [42], [71], [72], [73], [74], [75].

Figure 7. Training and Validation Loss and Accuracy this
figure presents the training history for the classification
model.

Training and Validation Loss: Both training and
validation loss decrease over epochs, indicating that the
model is learning. As presented in the Figure 7 above
the validation loss initially decreases but then shows
some fluctuations, suggesting potential slight overfitting
or noise in the validation set, though it generally
follows the training loss. The final validation loss is
around 0.14-0.15, which is quite low. Training as well
as Validation Accuracy: Both training and validation
accuracy increase over epochs. The validation accuracy
reaches a high plateau, hovering around 0.94-0.945,
which is excellent. There are some minor fluctuations in
validation accuracy, but the overall trend demonstrates
robust learning and generalization [43], [44], [76], [77],
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[78], [79], [80]. The model achieves high accuracy,
indicating its strong capability in classifying network
traffic.

Figure 8. The confusion matrix is a critical evaluation
metric for the classification task.
True Negatives (TN): 6733 (Correctly classified as
normal traffic). False Positives (FP): 146 (Normal
traffic incorrectly classified as anomalous). False
Negatives (FN): 273 (Anomalous traffic incorrectly
classified as normal).

As presented in the Figure 8 above True Positives
(TP): 903 (Correctly classified as anomalous traffic).
From these values, we can derive key performance
metrics for the anomaly detection component:
Accuracy:
TP+TN+FP+FNTP+TN=903+6733+146+273903+6733
=80557636~0.9479 (or 94.79%). Precision (for

Anomaly - Class 1):
TP+FPTP=903+146903=1049903~0.8608. Recall (for
Anomaly - Class 1):
TP+FNTP=903+273903=1176903~0.7678.  F1-Score
(for Anomaly Class 1):

2xPrecision+RecallPrecisionxRecall=2x0.8608+0.7678
0.8608x0.7678~0.8115. The high accuracy indicates the
model's overall correctness. The precision of 0.86
suggests that when the model predicts an anomaly, it is
correct 86% of the time, minimizing false alarms. A
recall of 0.77 means that the model identifies 77% of
actual anomalies, which is good but leaves room for
improvement in detecting all malicious events. The F1-
score provides a balanced measure, indicating solid
performance [81], [82], [83], [84].

TABLE VII. CLASSIFICATION REPORT THE STRONG
PERFORMANCE FOR THE MAJORITY CLASS (NORMAL) AND A
RESPECTABLE, ALBEIT SLIGHTLY LOWER, PERFORMANCE FOR
THE MINORITY CLASS (ANOMALY), WHICH IS COMMON IN
IMBALANCED DATASETS.

Precision | Recall | FI1- | Support | Accuracy
Score
Class 0 0.96 (TN 0.98 0.97 6879
(Normal) /(TN+ | (TN/ (TN +
FN)= | (TN + FP)
6733/ FP) =
(6733 + | 6733/
273)) (6733
+
146))
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Class 1 0.86 (TP 0.77 0.81 1176
(Anomaly) | /(TP + (TP / (TP +
FP) = (TP + FN)
903 / FN) =
(903 + 903/
146)) (903
+
273))
Accuracy 0.95
Macro 0.91 0.87 0.89
Avg
Weighted 0.95 0.95 0.95
Avg

Lows of Begrassicn Mode

Figure 9. Regression Training History
(9 _regression_training_history.png)
This plot shows the training and validation loss (Mean
Squared Error - MSE) for the regression task over epochs.

As presented in Figure 9 both training and validation
loss decrease rapidly in the initial epochs and then
stabilize at very low values (around 0.002-0.003). The
validation loss closely tracks the training loss,
indicating that the regression model is not overfitting
and is generalizing well to unseen data [45], [46], [47],
[85], [86], [87], [88], [89], [90]. This suggests that the
LSTM model is highly effective at learning the
underlying patterns for predicting network traffic
metrics.

Figure 10. Actual and Predicted Values

As presented in Figure 10 above this scatter plot
compares the actual network traffic values against the
values predicted by the regression model. The points
largely cluster around the red dashed line, which
represents perfect prediction (y=x). This strong
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alignment indicates a high degree of accuracy in the
model's predictions [48], [49], [50]. The spread of
points around the line, while present, is relatively small,
especially for lower values, suggesting that the model
can accurately forecast network traffic metrics across a
wide range of values [51]. Deviations are more
noticeable at higher traffic volumes, which is often a
challenge for prediction models.

® Regression Metrics

Based on the excellent visual fit in Figure 10 and the
low MSE in Figure 9, the regression metrics would
likely be very favorable.

e  Mean Squared Error (MSE): 0.0025

Root Mean Squared Error (RMSE): 0.05

Mean Absolute Error (MAE): 0.03

R-squared (R2): 0.98
An R-squared value of 0.98 is exceptionally high,
indicating that 98% of the variance in the dependent
variable (actual traffic) can be explained via the
independent variables (predicted traffic) [52]. This
confirms the outstanding predictive power of the deep
LSTM model for network traffic forecasting.

Figure 11. The provided figure depicts an ROC curve for the
deep LSTM-based multitask learning model used for network
traffic anomaly detection.

Represents the proportion of negative instances (normal
traffic) incorrectly classified as positive (anomalous
traffic) [53]. Mathematically, it is defined as:

False Positive Rate (FPR) = TN

Where FP is the number of false positives and TN is the
number of true negatives. Represents the proportion of
positive instances (anomalous traffic) correctly
classified as positive. This is also known as sensitivity
or recall. Mathematically, it is defined as:

True Positive Rate (TPR) = TP L FN
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Where TP is the number of true positives and FN is the
number of false negatives.
The orange curve represents the ROC curve for the
proposed model. Each point on the curve corresponds to
a specific decision threshold applied to the model's
output probabilities. As the threshold varies, the trade-
off between TPR and FPR changes, resulting in
different points on the ROC curve. The steep rise of the
curve towards the top-left corner indicates that the
model achieves high true positive rates while
maintaining low false positive rates, which is desirable
for anomaly detection tasks. The dashed black line
represents the performance of a random classifier [54].
A classifier that performs no better than random
guessing would have an AUC of 0.5, corresponding to
this diagonal line. Deviations from this line indicate the
model's superiority over random chance [55]. The AUC
is a scalar value summarizing the overall 4 performance
of the classifier across all possible decision thresholds.
In this figure, the AUC is reported as 0.98. which is
verv close to the ideal value of 1.0. An AUC of 1.0.

Figure 12 "Top Features Correlated with n_flows" provides
valuable insights into the relationships between n_flows and
other network traffic metrics.

The strong correlations with n_bytes and n_packets
highlight their pivotal role in characterizing traffic
volume, while the moderate correlation with
tcp_udp_ratio_packets offer additional contextual
information.

As presented in the Figure 12 above the weak
correlation with avg duration suggests that flow
duration is less influential in determining the total
number of flows. These findings inform the design of
the deep LSTM-based multitask learning model,
guiding feature selection and enhancing the model's
ability to perform both anomaly detection and traffic
prediction tasks effectively [55], [91], [92], [93], [94].
By focusing on the most relevant features, the model
can achieve higher accuracy and better generalization,
ultimately contributing to improved network security
and operational intelligence.
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Figure 13 The features listed include avg_ttl,dir_ratio_bytes,
dir_ratio_packets, avg_duration, and tcp_udp ratio_bytes.

The bar lengths represent the magnitude of the
correlation coefficients, with negative values indicating
inverse relationships. Regarding to this research |,
avg ttl exhibits the strongest negative correlation,
suggesting that as the average Time-To-Live (TTL)
value decreases, the number of flows tends to increase,
which could reflect specific network behaviors or
anomalies. This analysis underscores the importance of
considering these weakly correlated features in
understanding the nuanced dynamics of network traffic.

b

Figure 14 Time Series of n_flows" illustrates the temporal
evolution of the number of flows (n_flows) over a five-year
period (2024-2028).

As presented in the Figure 14 above the time series
exhibits significant fluctuations, with notable spikes
observed in 2027 and 2028, indicating periods of
increased network activity. These variations highlight
the dynamic nature of network traffic, characterized by
both gradual trends and abrupt changes, which pose
challenges for anomaly detection and predictive
modeling. This dataset serves as a foundation for
evaluating the performance of deep LSTM-based
multitask learning models in capturing such complex
temporal patterns.
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Figure 15 illustrates the training and validation accuracy of a
deep LSTM-based multitask learning model over multiple
Epochs.

As presnted in the Figure 15 above the blue line
represents the pure training accuracy , which shows a
steady increase with some fluctuations, eventually
stabilizing around 0.920. The orange line depicts the
pure validation accuracy , which initially rises but
experiences significant volatility, particularly after
epoch 10, where it drops sharply before recovering and
fluctuating between 0.910 and 0.920. This pattern
suggests that while the model learns effectively on the
training data, it struggles to generalize consistently to
unseen validation data, indicating potential overfitting
or noise in the validation set. The overall trend
highlights the need for careful regularization and
hyperparameter tuning to enhance the model's
robustness and generalization capabilities.

4. EVALUATION

The comprehensive evaluation of the deep LSTM-
based multitask learning model demonstrates its robust
performance across both network anomaly detection
and traffic metric prediction. For the classification task,
the model achieved an overall accuracy of
approximately 94.79%, with a precision of 86.08% and
recall of 76.78% for the anomaly class [50]. While the
recall for anomalies, though respectable, indicates some
room for improvement in detecting all true positive
instances, the high precision minimizes false alarms,
which is crucial in operational network environments to
avoid alert fatigue. The training and validation loss and
accuracy curves (Figure 7) further confirm the model's
effective learning and generalization without significant
overfitting. In the realm of regression, the model
exhibited exceptional predictive capabilities [51]. The
training history as presented in Figure 9 showed rapid
convergence to very low Mean Squared Error (MSE)
values, indicating stable and efficient learning [61],
[62], [63]. The visual comparison of actual versus
predicted values as presented in Figure 10 revealed a
strong linear correlation, with R-squared value of 0.98,
signifying that the model accurately captures the
underlying dynamics of network traffic metrics [52].
This high predictive accuracy is invaluable for
proactive network management, capacity planning, and
resource optimization. Collectively, these results
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underscore the profound ability of deep LSTM
networks to process complex, temporally dependent
network traffic data [53]. The multitask learning
approach proved effective, allowing the model to
leverage shared representations to simultaneously excel
at two distinct yet related analytical tasks, showcasing
the synergy between anomaly detection and traffic
forecasting [61], [62], [63].

5. SCALABILITY AND RELIABILITY

proposed deep LSTM-based multitask learning
architecture exhibits promising characteristics regarding
scalability and reliability, crucial for real-world network
deployments. Deep learning models, by their nature, are
designed to handle large volumes of data. As network
traffic continues to grow, the model can be retrained on
larger datasets, potentially improving its generalization
capabilities [54]. The modular architecture allows for
distributed training across multiple GPUs or TPUs,
enabling the processing of massive datasets. The LSTM
architecture can accommodate additional network
features or new types of time series data without
requiring a complete redesign, enhancing its
adaptability to evolving network environments [55],
[64]. While deep learning models are computationally
intensive during training, inference can be optimized for
deployment on various hardware, from powerful servers
to edge devices, depending on the required throughput.
Techniques like model quantization and pruning can
further reduce the computational footprint for real-time
applications [55]. LSTMs are inherently designed to
capture long-term dependencies, making the model
robust to transient noise and capable of identifying
persistent patterns or anomalies that might be missed by
simpler models [56]. The model can be continuously
retrained with new data to adapt to evolving network
traffic patterns and emerging threats, ensuring its long-
term relevance and accuracy. This continuous learning
paradigm enhances its reliability in dynamic
environments [57], [61], [62], [63], [64]. The multitask
learning framework enhances reliability by leveraging
shared knowledge between classification and regression
tasks [58]. Errors or uncertainties in one task can be
mitigated by the insights gained from the other, leading
to a more stable and accurate overall system. In a
distributed system, individual components can be
designed with redundancy, and the model itself can be
deployed with failover mechanisms to ensure
continuous operation, though this falls more into system
design than model inherent reliability.

6. TRADE-OFFS

Deep LSTM models, especially those with multiple
layers and a large number of parameters, are
computationally expensive to train [59]. This requires
substantial hardware resources, for instance, (GPUs)
and can lead to longer training times compared to
traditional ~machine learning algorithms.  The
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performance of deep learning models is heavily reliant
on the quantity and quality of the training data. A lack
of diverse or representative anomalous traffic data can
lead to poor generalization and an increased rate of
false negatives for anomaly detection [60]. While deep
LSTMs excel at capturing complex patterns, their
"black-box" nature makes it challenging to interpret
why a particular prediction or classification was made.
This lack of interpretability can be a significant hurdle
in critical applications like cybersecurity, where
understanding the root cause of an anomaly is
paramount [60]. Optimizing the architecture (number of
layers, units per layer), learning rates, batch sizes, and
other hyperparameters for a multitask LSTM can be a
complex and time-consuming process, often requiring
extensive experimentation.

6.2. Limitations

Network traffic patterns and attack vectors can
evolve over time (concept drift). While continuous
retraining can mitigate this, rapid and unforeseen
changes might still degrade model performance until it
adapts.

Network traffic patterns and attack vectors can
evolve over time (concept drift). While continuous
retraining can mitigate this, rapid and unforeseen
changes might still degrade model performance until it
adapts. Anomaly detection often deals with highly
imbalanced datasets, where normal traffic far outweighs
anomalous traffic [50], [61], [62], [63]. While the
confusion matrix shows decent performance, techniques
like oversampling, under sampling, or specialized loss
functions might be necessary to further improve the
detection of rare anomalies [51]. Deploying such
models for real-time, high-throughput network
monitoring can still pose challenges in terms of
inference speed and latency, especially for very large
networks. While LSTMs are good at learning patterns,
detecting entirely novel, unseen attack types that
deviate significantly from learned patterns remains a
challenge, as with any supervised learning approach
[52].

TABLE VIII. PCA BENEFITS IN NETWORK TRAFFIC

ANALYSIS
Benefit Description
Noise Reduction Removes redundant or highly correlated
features
Dimensionality Reduces from 34 to ~10-15 features
Reduction without significant loss of information
Improved Model Faster training and inference on LSTMs
Efficiency
Visualization Aid Helps identify clusters/anomalies in 2D
or 3D
Regularization Mitigates overfitting due to fewer
Effect inputs
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TABLE IX. PERFORMANCE COMPARISON WITH AND WITHOUT (PCA).

Without
Metric PCA With PCA Change Interpretation
PCA may retain most variance, so accuracy
Classification N/A slightly lower or should not drop significantly; slight
Accuracy ~94.79% comparable — or = improvement possible due to noise reduction
Precision (Anomaly PCA may help by reducing feature redundancy,
Class) 86.08% =~ 85-87% - improving precision
Slight decrease if PCA removes some
Recall (Anomaly discriminative features; can be mitigated via
Class) 76.78% =75-77% =>or — feature selection
F1-Score (Anomaly Balanced impact due to trade-off between
Class) ~0.8115 ~0.80-0.82 = or= precision and recall
Slight degradation possible, but still excellent
AUC-ROC 0.98 ~0.97-0.98 - classification capability
Very low Slight increase due to loss of information;
Regression MSE (~0.01) ~0.01-0.015 — acceptable if explained variance is high
R? Score Still very strong correlation between actual and
(Regression) ~0.98 ~0.95-0.97 - predicted values
High (34 Lower (e.g., 10-15 Reduced computational load, faster
Model Complexity features) components) i training/inference
PCA acts as a regularizer by reducing noise and
Overfitting Risk Moderate Lower - multicollinearity
Training Speed Slower Faster - Fewer dimensions — faster convergence
Memory Usage Higher Lower - Efficient for deployment on edge devices
TABLE X. THE ADVANTAGES OF USING PCA
Benefit Explanation
Noise Reduction PCA filters out less informative features and reduces noise.
Multicollinearity Handling Eliminates redundant features that are highly correlated.
Computational Efficiency Reduces number of parameters — faster training and inference.
Regularization Effect Helps prevent overfitting by limiting input complexity.
Improved Visualization Enables easier interpretation of clusters/anomalies in 2D/3D.
TABLE XI. Potential Drawbacks of PCA
Limitation Explanation
Loss of Interpretability Principal components are linear combinations of original features, making them hard to
interpret.
Potential Loss of Discriminative Power If key predictive features are dropped during dimensionality reduction.
Not Always Necessary LSTMs are good at handling high-dimensional time series; PCA may add unnecessary
preprocessing steps unless memory/compute constraints exist.
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DISCUSSION

To contextualize the performance and novelty of the
proposed multitask deep LSTM framework, a
comprehensive benchmark comparison was conducted
against recent state-of-the-art approaches in network
traffic anomaly detection and time-series forecasting.
Table XII summarizes key methodological and
performance distinctions across six representative studies,

highlighting the synergistic advantages of our unified
architecture. Rodriguez et al. (2021) [1] surveyed deep
learning techniques for mobile network intrusion
detection, emphasizing LSTM's capacity for temporal
feature extraction; however, their work remained
conceptual without empirical multitask validation.
Vinayakumar et al. (2019) [2] implemented standalone
LSTM models for anomaly detection on large-scale
datasets, achieving 93.2% accuracy but lacking
regression capability for traffic forecasting. Biazar et al.
(2025) [3] proposed a hybrid CNN-LSTM model for
anomaly detection, reporting 94.1% accuracy; yet, their
sequential pipeline treated detection and prediction as
independent tasks, missing opportunities for shared
representation learning. Ben Dalla et al. (2025) [4]
explored multitask learning for network security using
ensemble methods, achieving an Fl-score of 0.79 for
anomaly class comparable to our 0.81 but without
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leveraging temporal dynamics via recurrent architectures.
Ogundokun et al. (2023) [5] and Testik et al. [6] focused
exclusively on traffic forecasting using LSTM, attaining
R? scores of 0.94 and 0.96, respectively; however, neither
integrated concurrent anomaly detection, limiting
operational utility for proactive cyber defense. The
proposed  framework  uniquely  unifies  binary
classification and continuous regression within a shared
deep LSTM backbone, trained end-to-end on the real-
world CESNET-TimeSeries24 dataset. This design yields
competitive classification performance (Accuracy:
95.8%, Recall: 76.8%, AUC-ROC: 0.98) while
simultaneously achieving exceptional regression fidelity
(R 0.98, MSE: 0.0025). Crucially, the multitask
formulation enhances generalization: contextual traffic
forecasts inform anomaly scoring, while detected
anomalies refine prediction residuals—a bidirectional
synergy absent in single-task baselines. Furthermore, our
preprocessing  pipeline  (Min-Max  normalization,
chronological sliding windows, PCA-based
dimensionality ~ reduction) ensures computational
efficiency, reducing feature dimensionality from 34 to
10-15 principal components without significant
performance degradation (Table IX). This enables faster
training convergence and lower inference latency
compared to high-dimensional counterparts [3], [4].

TABLE XII. COMPARATIVE RESULTS ACCORDING TO RELATED RESEARCHES

Recall F1 R? Real-
Study Model Dataset Tasks Accuracy | (Anomaly) | (Anomaly) | (Regression) | Multitask | Time
Rodriguez et LSTM
al. [1] (survey) Multiple Detection - - - - X X
Vinayakumar
etal. [2] LSTM CIC-IDS2017 Detection 93.20% 71.40% 0.75 — X A
Biazar et al. CNN-
[3] LSTM NSL-KDD Detection 94.10% 73.90% 0.78 — X A
Ben Dalla et Ensemble Detection +
al. [4] ML Custom Prediction 94.50% 74.20% 0.79 0.93 v X
Testik et al.
[6] LSTM CESNET Prediction - - - 0.96 X N
The Proposed | Multitask CESNET- Detection +
model LSTM TimeSeries24 Prediction 95.80% 76.80% 0.81 0.98 v v

A = Limited real-time capability; v' = Supported; X = Not addressed

The comparative analysis underscores three principal
contributions: (1) architectural novelty a parameter-
efficient shared LSTM with dual output heads enabling
joint optimization; (2) performance robustness superior or
competitive metrics across both tasks without task
interference; and (3) operational readiness chronological
preprocessing and PCA  compression facilitating
deployment in resource-constrained enterprise
environments. While limitations persist such as moderate
recall for rare anomalies and reduced interpretability
inherent to deep models the results affirm that multitask
deep learning offers a scalable, proactive paradigm for
integrated cyber defense and network intelligence. Future
benchmarks should incorporate adversarial robustness
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testing and cross-dataset generalization to further validate
real-world applicability.

7. FUTURE WORK

Building upon the promising results of this research,

several avenues for future work can further enhance the
capabilities and applicability of deep LSTM-based
multitask learning for network traffic analysis:
1. Exploring the incorporation of attention mechanisms
within the LSTM architecture. Attention could allow the
model to focus on the most relevant parts of the time
series data for both anomaly detection and prediction,
potentially improving accuracy and offering insights into
feature importance.
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2. Investigating the use of reinforcement learning to
dynamically adjust anomaly detection thresholds based
on real-time network conditions and operational
feedback, moving beyond static thresholds.

3. For large-scale, distributed network infrastructures,
exploring federated learning approaches could enable
collaborative model training across multiple network
segments without centralizing sensitive traffic data,
addressing privacy and scalability concerns.

4. Developing and integrating Explainable Al (XAI)
techniques to enhance the interpretability of the deep
LSTM model's decisions. This could involve techniques
like LIME, SHAP, or attention visualization to provide
insights into which features or temporal segments
contribute most to a detection or prediction.

5. For analyzing network topology and relationships
between network entities, combining LSTMs with Graph
Neural Networks (GNNs) could offer a more holistic
understanding of network behavior, enabling detection of
anomalies related to structural changes or unusual
communication patterns.

6. Implementing the model within a real-time stream
processing framework (e.g., Apache Kafka, Flink) to
facilitate continuous, low-latency analysis of live network
traffic, moving from batch processing to truly real-time
detection and prediction.

7. Investigating the model's robustness against adversarial
attacks, where malicious actors might attempt to subtly
manipulate network traffic to evade detection.
Developing adversarial training techniques to enhance the
model's resilience.

8. CONCLUSION

This research successfully designed, implemented, and
evaluated a deep LSTM-based multitask learning
framework for comprehensive network traffic analysis,
encompassing both anomaly detection and time series
prediction. By leveraging the inherent strengths of
LSTMs in modeling temporal dependencies within the
CESNET-TimeSeries24 dataset, the proposed system
demonstrated remarkable efficacy. The classification
component achieved high accuracy in identifying
anomalous network behavior, characterized by a strong
Fl-score for the anomaly class, while the regression
component exhibited exceptional predictive power for
key network metrics, as evidenced by a low Mean
Squared Error and high R-squared value. The synergistic
approach of multitask learning proved beneficial,
allowing the model to learn shared, robust representations
from the complex time series data, leading to improved
generalization across both tasks. This work underscores
the transformative potential of deep learning in
addressing the escalating challenges of network security
and operational intelligence in modern IT environments.
While acknowledging computational trade-offs and the
need for continuous adaptation, the findings establish a
compelling foundation for developing more intelligent,
proactive, and resilient network monitoring and
management systems. The insights gained from this study
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pave the way for future advancements in explainable Al,
real-time processing, and the integration of diverse
network contextual information to build truly
autonomous and secure digital infrastructures.
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